Using Passwords is an Essential Security Technique Employed to Restrict Access to Secure Networks, Web Properties and More

Passwords are absolutely essential to restrict access to valid users. Unfortunately, our list of passwords keeps growing. It's now common for a typical computer user to have 20 to 30 different passwords, or more.

The Conundrum

There are several well-known and generally accepted standards to effective password management.

1. Passwords must be a least 8 characters long.

2. Passwords should never be a common word found in the dictionary and should contain at least one letter and one digit. Even stronger passwords should contain at least one punctuation mark or special character.

3. Passwords should contain a mix of upper-case and lower-case letters.

4. Passwords should be changed every six months or sooner.

Unfortunately, as passwords and strict password management has become more important, employees have become less careful. Remembering several passwords is difficult. Employees take shortcuts, making personal information and digital identities less secure. This significantly increases corporate security risks.

Common Employee Short Cuts

It's hard for people to remember complicated passwords, many different passwords, frequently changing passwords and/or seldom used passwords.

As result employees typically:

· Forget their passwords, which require numerous calls to the helpdesk to retrieve or reset their passwords.

· Write down their passwords or store passwords in insecure files on their computer, which reduces the effectiveness of a secure password.

· Rely on the browser, cookies, or an unsecured web site to remember their passwords.

· Use simple and easy to remember passwords that can be easily compromised.

· Recycle and reuse combinations of the same passwords.

All of these typical employee shortcuts compromise security for obvious reasons.

Techniques to Create Strong, but Easy-to-Remember Passwords

It's imperative that a company adopt a policy of strong password management practices.

One approach is to offer special training sessions to teach employees some simple techniques, described in more detail below. Of course, this approach assumes that after the training and encouragement to use stronger passwords, the employees actually follow through.

Perhaps the single most important thing to remember when creating a new password is make the password hard to guess, but easy to remember.

That's easier said than done, but by following the guidelines below you will start using passwords that are more secure than what you're using now.

There are several techniques you can employ to make your existing passwords more difficult for hackers to crack. Whatever method you choose you should remember to make it an easy and understandable method so you will have stronger passwords without much more effort.

Acronym Method - Use the first letter from every word in your favorite expression, or line in a story, poem or movie. For example, “Pay no attention to the man behind the curtain,” could lead you to the following password: PnAttMBtC.

Number Substitution - Choose a word as your password, but then substitute similar looking numbers for letters in your passwords. For example, Football may become “F00t8a77” or sneakers may become “5n3aK3r5”. Here is a sample list of numbers that could be substituted for letters:

O…0

I …1

Z…2

E…3

H…4

S…5

G…6

L…7

B…8

You don't need to associate every number with a letter. What is important is that you remember your list of associated letters and numbers.

Keystroke Technique - Choose a password that you want to use and then come up with a keystroke mapping system. For example, if you choose to do an “upper-left” keystroke system you would choose the letter to the upper-left of the actual key you wanted. So if your password was “qwert” (not recommended) your new password would be “12345” (also not recommended). If the word you wanted to use for your password was football, your keystroke password would be

“r995gqoo”. It sounds complicated, but you need to look at your keyboard anyway, why not just choose the letter to the upper-left, left, or lower-right of the word you choose to remember.

Companies Face Significant Security Risks and Threats

Identity theft was the most-reported complaint to the Federal Trade Commission in 2004, up 15 percent from 2003 to 247,000 complaints. The problem has intensified because of the speed and availability of information on the Internet, and as we need to remember more usernames and passwords to access various accounts, we are becoming increasingly less careful when choosing our username/password combinations.

Identity thieves are primarily focused on getting your passwords. Once the culprits collect your passwords, they gain access to your accounts, steal your identity and use the information for personal benefit.

A strong password policy can help, but it doesn't prevent three very common security risks: phishing, password hacking, and keylogging.

Phishing is a widespread form of Internet piracy that "fishes" for your personal financial information account numbers, Social Security number, passwords, etc. Thieves use this confidential information to run up bills on your credit or debit cards, take out loans or even obtain a driver's license in your name.

Password hacking commonly occurs by guessing people's passwords based on personal information, or by “brute force” through the use of password hacking software.

Keylogging software is a tool used to capture a user's keystrokes. It can be used to determine usernames, passwords, and other personally identifiable information and is widely available on the Internet.

These attacks pose significant risks to companies. Imposing strict password requirements won't solve these problems, and sometimes it only creates more, as employees take shortcuts and may actually create a bigger problem.

To find an appropriate and enforceable balance, organizations need to look carefully at their password policies, understand the affects of password length, complexity and aging requirements on users.

Multiple Security Options Available
Companies have several options available and must determine their best solution based on several factors, including costs, time to implement, and needs. Three of the most common solutions to increase password security are:

· Multi-factor Authentication,

· Enterprise Single Sign-On, or

· Adopting strong password policies.

Multi-factor Authentication

Multifactor authentication means there are at least two different types of credentials that must be submitted to be authenticated. There are three categories of authentication factors:

· something you have (a hardware or software token),

· something you know (a password), and

· something you are (a thumbprint, retina scan or voice print).

Each factor in the authentication mechanism should be from a different category.

By layering on additional factors in your authentication process, you make it very tough for hackers to force their way into your systems.

Enterprise Single Sign-On

Enterprise Single Sign-On (ESSO) is an authentication mechanism that enables a user to authenticate once and gain access to the resources of multiple software systems.

Many companies promote ESSO, but ESSO solutions often take months, if not years, to deploy across an enterprise, require extensive application integration, and typically do not provide an immediate ROI.

Strong Passwords

Given the inherent complexities and significant costs associated with multi-factor authentication and ESSO, most companies attempt to solve their password challenges by simply adopting and attempting to enforce stricter password management policies. The problem with this solution, as mentioned previously in the paper, is that it is inherently difficult for your employees to meet the standards necessary to create a secure environment. This generally leads to employees taking other shortcuts that compromise security, or significantly increased calls and costs to the IT department.
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