What is Spam?

You probably heard that question a thousand times. Here is a simple short definition.

An inappropriate attempt to use email, USENET, or another networked communications facility as if it was a broadcast medium (which it isn't) by sending the same message to numerous people who didn’t ask for it. 


What is not Spam

There is no clear definition of what can be considered Spam / Junk Email and what is not. Email is not Spam by itself. Even if the subject matter or attachments are offensive, the mail is not of itself an attack on the ability of the user or network to receive email or use the Internet. The message generally must be commercial or bulk to classify as Spam. 

If you sign up for a mailing list or give a company your e-mail address and agree to receive e-mail, even if you are sent a metaphorical sack full of e-mail every day, it isn't regarded to be Spam. All such lists should offer you a legitimate way to remove your address, however, if they sell your address without your authorization and a third party sends you bulk e-mail, that is Spam.

After all, it is you who decides what is spam and what is not spam. Take matters into your own hand and block spam with myTrashMail.com.

Why do I get Spam ?

By disclosing your e-mail address
This is the main reason why you are getting all this spam email. 95% of all junk mail you get is because you gave your email address to somebody, somehow, somewhere. 

Ask yourself to whom you gave your email address.

Examples to whom you disclosed your email address

1. Online Forums 

2. News Groups 

3. Sign-ups software downloads 

4. From IRC and chat rooms 

5. your homepage 

6. your business card 

7. White & yellow pages 

8. your friends! 

This list only contains the main sources where you disclose your email address.

Other sources of Spam Email 

Through Mail Relaying

Mail Relaying is sending mail to a user that is not local to the server you have connected to. It slows down your email and gives spammers free bandwidth.


Through dictionary attacks
This happens when spammers connect to your server and just trying random address or even stepping through the alphabet. Some servers will block the sending server after X number of failures, some set max recipients per message and others set a delay between recipients to slow down the spammer, causing them to go elsewhere.


Through the selling of e-mail addresses
Companies sell your information to other companies.


Trojans/Script capturing
By using HTML e-mails, spammers can confirm your email address. Best to disable preview window and delete the message. You can disable HTML or even block the email client from communicating on port 80.

How to protect my email address
The rule is simple, very simple: Do not give out your email address. Every time you give your email to somebody you risk to be spammed. Read more under "Why Do I Get Spam"

There are several solutions to block spam emails and other junk emails. All of this solutions have their pro and contras. Some of them are free, others cost money.

 

Fake email address (temporary email, disposable email)

Use a fake email address account to hide your personal email address.  Such an address  can be a Hotmail account or a temporary email address like our service at www.myTrashMail.com. The major difference to your personal email address is that you use this "fake email address" only once.

By not disclosing you personal email address and using a temporary email service like www.myTrashMail.com you would almost never get any additional spam email.
 

Spam Blocker Services   
	Name
	Type
	Pro
	Contras
	Overall Rating
	Comments

	 
	 
	 
	 
	 
	 

	myTrashMail
	Disposable Email Service
	no password
no signup
email forwarding
delete email
fast access
	prevent only new spam
	*****
	English
Japanese
German
Chinese

	mailexpire
	Disposable Email Service
	 
	prevent only new spam
need signup
 
	**
	 

	Mailinator
	Disposable Email Service
	no password
no signup
	prevent only new spam
	***
	 

	SpamHole
	Disposable Email Service
	 
	to complicated
need signup
	*
	 

	Spamgourmet
	Disposable Email Service
	no-brainder mode
advantage mode
	need signup
	*
	Dozens of languages

	SneakEmail
	Disposable Email Service
	 
	need signup
	*
	 

	DiscardMail
	Disposable Email Service
	no password
no signup
forwarding
delete email
	prevent only new spam
	****
	German

	Sofort-mail.de
	Disposable Email Service
	no password
no signup
	not hyperlink enabled
prevent only new spam
	**
	German

	Nervmich.net
	Disposable Email Service
	 
	need signup
	*
	German


 
Spam Email Filters

Spam filters are located between your email program and your mail server. Most of them act as a local POP3 server proxy, that picks up all the mail from your ISP mail account, filters it and then passes it on to your email program the next time you check you your mail. The spam is automatically blocked and moved into a Junk email area, from where you can review it, delete it or restore it.

 

Free Spam Filters
	Name
	Type
	Pro
	Contras
	Overall Rating (max 10)
	Comments

	 
	 
	 
	 
	 
	 

	SpamPal
	Spam Filter Software
	Works with Outlook Outlook Express and Eudora

POP3/IMAP4

Tons of features
	Does not work with online email services as Hotmail or Yahoo! Mail

Only for Windows
	*****
	100% Free Software

Multi-lingual Support

	K9  
	Spam Filter Software
	Windows
MacOS
POSIX
	 
	**
	100% Free Software

Multi-lingual Support

	PopFile 
	Spam Filter Software
	 
	Only for Windows
	**
	100% Free Software

Multi-lingual Support

	Spamihilator
	Spam Filter Software
	 
	Only for Windows
	**
	100% Free Software

Multi-lingual Support

	 
	 
	 
	 
	 
	 

	for a detailed comparison of free spam email filters visit here 


 
Commercial Spam Filters
	Name
	Type
	Overall Rating (max 10)
	Comments

	Qurb (Client Based)



	Commercial Spam Filter 
 
	****
	29.95 USD

	 
	 
	 
	 

	FuseMail (Web Based) 


	Commercial Spam Filter (Web Based)

	*****
	Starts from 19.95 USD



 
Conclusion

By using a fake email address and a spam filter for your email-client, you should be protected enough from spam emails. You are able to block spam email by 98% or more. There is no need to buy any commercial products if the free products work for you. However some people receive up to 2000 spam mails daily! In such a case a free email filter might still not be good enough. 

I personally use www.myTrashMail.com as my fake email address and www.spampal.org on my PC at home. In the office we use a paid solution from SpamInspector.

If you pay money for a spam email filter make sure that you can test it. You should at least filter 95% of your spam. If not don't buy it and go for another solution.

There are x-hundreds of commercial spam filtering software on the market. To choose your preferred solution takes a great amount of time. The 3 above mentioned products are leaders in the industry and have the best cost/performance ratio. 

How to Report Spam

By reporting a spammer, the spammer lose their accounts and even get charged  by their internet providers. In addition, reported spam senders are blocked by  a blocking list. Unfortunately, this 

is an ongoing battle. Spammers adapt quickly and persistently. By reporting spam, you can help to turn the tide.

Report Spam with Spamcop
You can report your spam to Spamcop.  Spamcop is one of the worldwide leader for reporting spam and blacklists. When you report your spam to Spamcop you have to give them the email header of your spam email.

An email header contains the routing information, or in other words, the history of that particular email: where it was from, where it was addressed to and how it got to it's destination. Here is a sample section of an email header: 

	Return-path: <blighsteve@pd.jaring.my>
Received: from smtp2.jaring.my (smtp2.jaring.my [192.228.128.47])
by SHRSYS.HSLC.ORG (PMDF V5.2-32 #39799)
with ESMTP id <01K3UFKP244S928GQP@SHRSYS.HSLC.ORG> for
tyburski@SHRSYS.HSLC.ORG (ORCPT rfc822;tyburski@virtualchase.com); Tue,
22 May 2001 00:27:12 EDT
Received: from psu0497 (j85.ptl40.jaring.my [161.142.31.99])
by smtp2.jaring.my (8.10.1/8.10.1) with SMTP id f4M42kb02182; Tue,
.....


  

Read here "how to get an email header" from your email-client.
 

Report Spam by yourself
You can report spam directly to the source where its originated from. This doesn't mean that you simply can reply to the email. It's not that easy. You have to find out from which server the mail came from. This information is written inside the email-header of each email. 

Following steps are involved until you are ready to send polite complaint-email:

1. Get the email-header of your spam email 

2. Find out the origin IP or DNS Name
This task is rather complex. You can find here detailed instructions  about this task. 

3. Find out the email address of the underlying IP/DNS (detailed instructions) 

Reporting spam directly to the source and is not a 1 minute task. If you do not have enough knowledge use Spamcop free service instead.

Spam Law 

Is spam illegal?
In a word: No.  Ask yourself: What do I find in your mailbox?: Daily Newspaper, a letter from mom and a McDonalds free drink coupon. Do you consider this "McDonald free drink coupon" as spam?  Spam is only illegal if it promotes an illegal product or service. 
There is a spam law. However, since laws differ from country to country, what is considered legal in one country may be illegal in another. As a result, spam sent across political borders is not affected by these new laws.

Spam legislation is pending in the U.S. and Europe that would make the mere act of sending an unsolicited commercial email illegal in the absence of an existing business relationship. The Coalition Against Unsolicited Commercial email (CAUCE) applauds the tough proposed European legislation,

Spam laws are a sign from governments around the world. It politicians recognize the fact that spam is a problem and enact laws. However, the legislation is not the only solution to the spam epidemic. While most of these laws have enforcement provisions, these are not so easily carried out. 

One of the most comprehensive spam law resources is www.spamlaws.com. It covers all spam law related issues worldwide. 

 

Spam Criminals (Spam Gangs)

Over 90% of spam received by Internet users in North America and Europe is coming from a hard core group of around 200 known spam operations. These spam operations consist of an estimated 500-600 professional spammers loosely grouped into gangs ("spam gangs"), the vast majority of whom are operating illegally, and who move from network to network seeking out Internet Service Providers ("ISPs") known for lax enforcing of anti-spam policies.

These are the spammers you definitely do NOT want on your network.

Have a look at  Rokso List List where spammers are listed with their names

